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Introduction

Hacken OÜ (Consultant) was contracted by FairFi (Customer) to conduct a
Smart Contract Code Review and Security Analysis. This report presents the
findings of the security assessment of the Customer's smart contracts.

Scope

The scope of the project is smart contracts in the repository:

Initial review scope
Repository https://gitlab.frfi.io/fairfi/fairfi-contract

Commit fd98f0c8fb1e753b1ce1c9ebfebd07da59a66a33

Whitepaper https://frfi.io/whitepaper.pdf

Functional Requirements Very limited documentation provided. README.md

Technical Requirements Partial documentation provided. README.md

Contracts Addresses Not provided

Contracts File: ./contracts/SafeFarm.sol
SHA3: aead98c060fac03f407008573b1720cc2783f5ff6d0355918ed3bb4db0ed60c3

File: ./contracts/UniswapInterfaces.sol
SHA3: c51c85c7d583a45c75793f9dcc06bbf2dc8936652c9f3540671bc8566e2c12e8

Second review scope
Repository https://gitlab.frfi.io/fairfi/fairfi-contract

Commit 099142e81032c0345673d4dad6b5520803141a99

Whitepaper https://frfi.io/whitepaper.pdf

Functional Requirements Very limited documentation provided. README.md

Technical Requirements Partial documentation provided. README.md

Contracts Addresses Not provided

Contracts File: ./contracts/SafeFarm.sol
SHA3: c93a2561e42dc0ad888fc17f6d0ff7e0426042831cfbd66105ad4b94d780d9e1

File: ./contracts/UniswapInterfaces.sol
SHA3: c51c85c7d583a45c75793f9dcc06bbf2dc8936652c9f3540671bc8566e2c12e8
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Third review scope
Repository https://gitlab.frfi.io/fairfi/fairfi-contract

Commit 575acbe00beb487b94ae66515fe8bd2b69e63f2c

Whitepaper https://frfi.io/whitepaper.pdf

Functional Requirements Very limited documentation provided. README.md

Technical Requirements Partial documentation provided. README.md

Contracts Addresses Not provided

Contracts File: ./contracts/SafeFarm.sol
SHA3: 9ff82534af4b0b9e6df0666c7ad6a7def8e63bc5a0da25748c9df6e6ee39d5e1

File: ./contracts/UniswapInterfaces.sol
SHA3: 743652712262346edbb4c6b8a6f031407ef7256ade9112b3925f212c81a9ca52
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Severity Definitions

Risk Level Description

Critical
Critical vulnerabilities are usually straightforward to
exploit and can lead to assets loss or data
manipulations.

High

High-level vulnerabilities are difficult to exploit;
however, they also have a significant impact on smart
contract execution, e.g., public access to crucial
functions.

Medium
Medium-level vulnerabilities are important to fix;
however, they cannot lead to assets loss or data
manipulations.

Low
Low-level vulnerabilities are mostly related to outdated,
unused, etc. code snippets that cannot have a significant
impact on execution.
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Executive Summary

The score measurement details can be found in the corresponding section of
the scoring methodology.

Documentation quality
The total Documentation Quality score is 6 out of 10.

● Functional requirements are partially available.
● Technical description is insufficient.
● NatSpec covers most of the functions.

Code quality
The total Code Quality score is 8 out of 10.

● NatSpec should be improved.

Test coverage
Test coverage of the project is 100% (branch coverage).

● Deployment and basic user interactions are covered with tests.
● Negative cases are included.

Security score
As a result of the audit, the code contains 1 low severity issue. The
security score is 10 out of 10.

All found issues are displayed in the “Findings” section.

Summary
According to the assessment, the Customer's smart contract has the
following score: 9.2.

Table. The distribution of issues during the audit

Review date Low Medium High Critical

9 November 2022 12 0 3 1

24 November 2022 3 1 1 0

8 December 2022 1 0 0 0

www.hacken.io
7

https://docs.google.com/document/d/1cPKijtHoNsPX8P6UJmeQVc9Un44_FgNh0QV32F_RFCw/edit?usp=sharing


Checked Items

We have audited the Customers' smart contracts for commonly known and more
specific vulnerabilities. Here are some items considered:

Item Type Description Status

Default
Visibility

SWC-100
SWC-108

Functions and state variables visibility
should be set explicitly. Visibility
levels should be specified consciously.

Passed

Integer
Overflow and
Underflow

SWC-101
If unchecked math is used, all math
operations should be safe from overflows
and underflows.

Passed

Outdated
Compiler
Version

SWC-102
It is recommended to use a recent
version of the Solidity compiler. Passed

Floating
Pragma SWC-103

Contracts should be deployed with the
same compiler version and flags that
they have been tested thoroughly.

Passed

Unchecked Call
Return Value SWC-104 The return value of a message call

should be checked. Not Relevant

Access Control
&
Authorization

CWE-284

Ownership takeover should not be
possible. All crucial functions should
be protected. Users could not affect
data that belongs to other users.

Passed

SELFDESTRUCT
Instruction SWC-106

The contract should not be
self-destructible while it has funds
belonging to users.

Passed

Check-Effect-
Interaction SWC-107

Check-Effect-Interaction pattern should
be followed if the code performs ANY
external call.

Passed

Assert
Violation SWC-110 Properly functioning code should never

reach a failing assert statement. Passed

Deprecated
Solidity
Functions

SWC-111
Deprecated built-in functions should
never be used. Passed

Delegatecall
to Untrusted
Callee

SWC-112
Delegatecalls should only be allowed to
trusted addresses. Not Relevant

DoS (Denial of
Service)

SWC-113
SWC-128

Execution of the code should never be
blocked by a specific contract state
unless required.

Passed

Race
Conditions SWC-114 Race Conditions and Transactions Order

Dependency should not be possible. Passed
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Authorization
through
tx.origin

SWC-115
tx.origin should not be used for
authorization. Not Relevant

Block values
as a proxy for
time

SWC-116
Block numbers should not be used for
time calculations. Not Relevant

Signature
Unique Id

SWC-117
SWC-121
SWC-122
EIP-155

Signed messages should always have a
unique id. A transaction hash should not
be used as a unique id. Chain
identifiers should always be used. All
parameters from the signature should be
used in signer recovery

Not Relevant

Shadowing
State Variable SWC-119 State variables should not be shadowed. Passed

Weak Sources
of Randomness SWC-120 Random values should never be generated

from Chain Attributes or be predictable. Not Relevant

Incorrect
Inheritance
Order

SWC-125

When inheriting multiple contracts,
especially if they have identical
functions, a developer should carefully
specify inheritance in the correct
order.

Passed

Calls Only to
Trusted
Addresses

EEA-Lev
el-2

SWC-126

All external calls should be performed
only to trusted addresses. Passed

Presence of
unused
variables

SWC-131
The code should not contain unused
variables if this is not justified by
design.

Passed

EIP standards
violation EIP EIP standards should not be violated. Not Relevant

Assets
integrity Custom Funds are protected and cannot be

withdrawn without proper permissions. Passed

User Balances
manipulation Custom

Contract owners or any other third party
should not be able to access funds
belonging to users.

Passed

Data
Consistency Custom Smart contract data should be consistent

all over the data flow. Passed

Flashloan
Attack Custom

When working with exchange rates, they
should be received from a trusted source
and not be vulnerable to short-term rate
changes that can be achieved by using
flash loans. Oracles should be used.

Passed

Token Supply
manipulation Custom

Tokens can be minted only according to
rules specified in a whitepaper or any
other documentation provided by the
Customer.

Passed
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Gas Limit and
Loops Custom

Transaction execution costs should not
depend dramatically on the amount of
data stored on the contract. There
should not be any cases when execution
fails due to the block Gas limit.

Passed

Style guide
violation Custom Style guides and best practices should

be followed. Passed

Requirements
Compliance Custom The code should be compliant with the

requirements provided by the Customer. Passed

Environment
Consistency Custom

The project should contain a configured
development environment with a
comprehensive description of how to
compile, build and deploy the code.

Passed

Secure Oracles
Usage Custom

The code should have the ability to
pause specific data feeds that it relies
on. This should be done to protect a
contract from compromised oracles.

Not Relevant

Tests Coverage Custom

The code should be covered with unit
tests. Test coverage should be 100%,
with both negative and positive cases
covered. Usage of contracts by multiple
users should be tested.

Passed

Stable Imports Custom
The code should not reference draft
contracts, which may be changed in the
future.

Passed
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System Overview

FairFi is a Yield Optimizer that aims to create a product that will
automatically provide the user with the maximum profit from farming, asset
loss control (Safe Farming feature), and optimizing farming through the
automatic farming pool routing.

Safe Farming monitors token prices and executes stop-loss/take-profit
conditions while farming. The technology uses its Price Feed and Safe
Farming oracles for limit orders.

This protocol comprises three parts - Vault, SafeFarm, and Strategy.

The scope of the audit is SafeFarm.sol and UniswapInterfaces.sol.

SafeFarm.sol - is a contract through which users interact with protocol -
user deposit tokens, receiving Vault ERC20 tokens instead, which can be
later redeemed for underlying funds.

UniswapInterfaces.sol - contains interfaces for interacting with Uniswap
like DEXes.

Privileged roles
● DEFAULT_ADMIN_ROLE:

○ init Vault
○ add/remove Oracle
○ renounce Admin
○ upgrade Strategy
○ rescue stacked tokens

● ORACLE_ROLE:
○ auto deposit for user
○ perform SL/TP actions based on user triggers

● Vault:
○ migrate to new SafeFarm

Risks
● The impact of ORACLE_ROLE being compromised would have a huge impact

on the protocol.
● Users’ deposits that need to be ZAPed are vulnerable to sandwich

attacks which might be worth it if the amount is big enough.
● Compromising the DEFAULT_ADMIN_ROLE may lead to all users’ funds

loss.
● There are external contracts invoked in the SafeFarm contract through

the IVault and IStrategy interfaces. We assume that in the current
state, interacting with those contracts is valid and non-vulnerable.
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Findings

Critical

1. Token Supply Manipulation

_depositLP() function does not check that the produced LP token is
the want() token employed by the strategy linked to SafeFarm. The
routes are left as input for the user, and only the routes’ source is
checked.

Any LP token produced will be considered valid, and vault tokens will
be minted accordingly. An attacker can drain all strategy funds.

Path: ./contracts/SafeFarm.sol : _depositLP()

Recommendation: Validate the routes provided by the user, or set the
desired destination by code.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

High

1. Front-Running Attack

Uniswap operations do not enforce a maximum slippage (min out
amount), so the users of the system can be victim of “Sandwich”
attacks.

Parameters of interest are:

UniswapV2Router02.swapExactTokensForTokens(…, uint amountOutMin, …)
UniswapV2Router02.addLiquidity(…, uint amountAMin, uint amountBMin,
…)

Path: ./contracts/SafeFarm.sol : deposit(uint256),
deposit(uint256,address[]), depositLP(uint256,address[],address[]),
depositAuto(address,uint256,uint256,address[]),
depositAutoLP(address,uint256,uint256,address[],address[])

Recommendation: Compute a reasonable amount expected and pass it to
the vulnerable functions invoked from the front-end (or backend in
case of the oracle)

Status: Fixed (revised commit:
575acbe00beb487b94ae66515fe8bd2b69e63f2c)

2. Highly Permissive Role Access

upgradeStrat() does not check that the token employed by the old
strategy remains the same for the new strategy. If they are not the
same, the funds of the old strategy will not be moved to the new one,
but will remain “stuck” into SafeFarm. The admin is able to recover
them to his own address by calling the function
inCaseTokensGetStuck().
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If the admin account gets compromised, all user's funds can be
stolen.

Path: ./contracts/SafeFarm.sol : upgradeStrat(),
inCaseTokensGetStuck()

Recommendation: Enforce token invariance between old and new
strategies, or ZAP the funds of the old strategy to the token used by
the new strategy before calling the earn() function inside
upgradeStrat().

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

3. Invalid Calculations

There are no mechanisms to prevent yield stealing, such as harvest on
deposit or withdrawal fees. The variable _pool at line 233 will
include accumulated yields, and the computed share at line 260 will
reflect this.

An attacker can deposit a huge amount of funds, call the harvest()
function, and withdraw the funds. This way, the attacker is stealing
the yield accumulated by other users.

A Flashloan might be used to increase the attacker’s capital.

Path: ./contracts/SafeFarm.sol : _deposit()

Recommendation: Enforce a withdrawal fee, or even better, call the
harvest() function on deposit.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

Medium

1. Wrong Event Data

The event Earn() is emitted in the function earn() but provided data
is not correct when functions depositAuto…() are used. The context
for Earn() in such a case is address from and not the msg.sender.

This can lead to wrong assumptions on the off-chain part of the
system.

Path: ./contracts/SafeFarm.sol : Earn()

Recommendation: Use actual full data to emit events.

Status: Fixed (revised commit:
575acbe00beb487b94ae66515fe8bd2b69e63f2c)
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Low

1. Floating Pragma

Locking the pragma helps ensure that contracts do not accidentally
get deployed using, for example, an outdated compiler version that
might introduce bugs that affect the contract system negatively.

Path: ./contracts/SafeFarm.sol ./contracts/UniswapInterfaces.sol

Recommendation: Consider locking the pragma version.

Status: Fixed (revised commit:
575acbe00beb487b94ae66515fe8bd2b69e63f2c)

2. Misplaced NatSpec

NatSpec of the constructor belongs to another contract. Overall many
small adjustments can be made to the NatSpec, for example:

Path: ./contracts/SafeFarm.sol

Recommendation: Fix NatSpec with appropriate content.
For reference:
https://docs.soliditylang.org/en/v0.8.17/natspec-format.html#document
ation-example
https://dev.to/perelynsama/natspec-the-right-way-to-comment-ethereum-
smart-contracts-1b0c

Status: Reported (It is recommended that the code should be kept
clean and properly documented with NatSpec. There are multiple
functions, structs, and public storage variables that are missing
proper NatSpec documentation.)

3. Redundant Use of SafeMath

Since Solidity v0.8.0, the overflow/underflow check is implemented
via ABIEncoderV2 on the language level - it adds the validation to
the bytecode during compilation.

Path: ./contracts/SafeFarm.sol

Recommendation: Drop SafeMath library and refactor source code
accordingly.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)
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4. Solidity Style Guide Violation

Functions ordering does not follow the Solidity style guide. Ordering
helps readers identify which functions they can call and to find the
constructor and fallback definitions easier.

Path: ./contracts/SafeFarm.sol

Recommendation: Recommended order is:

1. constructor
2. receive function (if exists)
3. fallback function (if exists)
4. external
5. public
6. internal
7. private

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

5. Unindexed Events

Having indexed parameters in the events makes it easier to search for
these events using indexed parameters as filters.

Path: ./contracts/SafeFarm.sol

Recommendation: Set account parameter as indexed for Events Withdraw,
SafeSwap, Earn

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

6. Missing Event

Events for critical state changes should be emitted for tracking
things off-chain. For completeness, event UpgradeStrat() should be
emitted at the constructor when strategy is set.

Path: ./contracts/SafeFarm.sol

Recommendation: Emit UpgradeStrat() event at constructor

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

7. Function Visibility

It is best practice to use external over public if possible.

Path: ./contracts/SafeFarm.sol : getPricePerFullShare(),
upgradeStrat()
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Recommendation: Set visibility to external for getPricePerFullShare()
and upgradeStrat()

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

8. Redundant Operation

Variable _amount gets written at line 250, but in every case, it gets
overwritten at line 255.

Path: ./contracts/SafeFarm.sol : _deposit()

Recommendation: Remove unnecessary write at line 250.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

9. Gas Optimization

To make this function work, the user would need to approve separately
SafeFarm and feeRecipient. If the fee routing would happen after the
funds arrive to SafeFarm, the user would need to approve the spending
only once, resulting in a much better user experience.

One of the protocol assumptions is to be operating on a cheap
blockchain, so the overhead costs would be negligible.

Path: ./SafeFarm.sol : depositAutoLP()

Recommendation: Perform fee routing from SafeFarm to feeRecipient,
not from user to feeRecipient.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

10. Not Enough Precision

Function calcShares() operates with percentages to compute shares of
the funds. This can lead to excessive rounding.

Path: ./SafeFarm.sol : calcShares()

Recommendation: Use basis points instead of percentages.

Status: Mitigated (Client stated that the protocol has no use case
for BPS precision, Percentages are acceptable)

11. Unused Code

Interface IUniswapV2Pair is not used in the code in scope.

Path: ./UniswapInterfaces.sol : IUniswapV2Pair

Recommendation: Remove unused code.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)
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12. Best Practice Violation

The Checks-Effects-Interactions pattern is violated. During the
functions, some state variables are updated after the external calls.

This may lead to reentrancies, race conditions, and denial of service
vulnerabilities during implementation of new functionality.

Paths: ./contracts/SafeFarm.sol : upgradeStrat()

Recommendation: Follow common best practices, implement function
according to the Checks-Effects-Interactions pattern.

Status: Fixed (revised commit:
099142e81032c0345673d4dad6b5520803141a99)

13. Functions that Can Be Declared External

In order to save Gas, public functions that are never called in the
contract should be declared as external.

Path: ./contracts/SafeFarm.sol : deposit(uint256),
deposit(uint256,address[]), deposit(uint256,address[],uint256),
depositLP(uint256,address[],address[]),
depositLP(uint256,address[],address[],uint256[]),
depositAuto(address,uint256,uint256,address[]),
depositAutoLP(address,uint256,uint256,address[],address[])

Recommendation: Use the external attribute for functions that are
never called from the contract.

Status: Fixed (revised commit:
575acbe00beb487b94ae66515fe8bd2b69e63f2c)
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Disclaimers

Hacken Disclaimer

The smart contracts given for audit have been analyzed by the best industry
practices at the date of this report, with cybersecurity vulnerabilities
and issues in smart contract source code, the details of which are
disclosed in this report (Source Code); the Source Code compilation,
deployment, and functionality (performing the intended functions).

The report contains no statements or warranties on the identification of
all vulnerabilities and security of the code. The report covers the code
submitted to and reviewed, so it may not be relevant after any
modifications. Do not consider this report as a final and sufficient
assessment regarding the utility and safety of the code, bug-free status,
or any other contract statements.

While we have done our best in conducting the analysis and producing this
report, it is important to note that you should not rely on this report
only — we recommend proceeding with several independent audits and a public
bug bounty program to ensure the security of smart contracts.

English is the original language of the report. The Consultant is not
responsible for the correctness of the translated versions.

Technical Disclaimer

Smart contracts are deployed and executed on a blockchain platform. The
platform, its programming language, and other software related to the smart
contract can have vulnerabilities that can lead to hacks. Thus, Consultant
cannot guarantee the explicit security of the audited smart contracts.
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