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Introduction

Hacken OÜ (Consultant) was contracted by Eleos Ventures (Customer) to
conduct a Smart Contract Code Review and Security Analysis. This report
presents the findings of the security assessment of the Customer's smart
contracts.

Scope

The scope of the project is smart contracts in the repository:

Initial review scope
Repository https://github.com/arimed4000/contract_review_March_2022

Commit 67b9c08793d8cf4a52430f00be1c42c9e9e088c7

Technical Requirements Link

Contracts Addresses EthlasStakingPoolStore, Registry

Contracts File: ./contracts/registry/Registry.sol
SHA3: f605a4c093ad5bedfffb84f6ed475e8f64f32f73cca95cb632b16efba1906783

File: ./contracts/registry/RegistryClient.sol
SHA3: 64c1cdc73872eba5ecc800814a5271bccec52eaac62e0712983e161be0344bb3

File: ./contracts/security/Permissions.sol
SHA3: 1573fe28f5b1e130f675e806f7526183616c4957346c5eb8665e245cae027b51

File: ./contracts/staking/EthlasStakingPoolStore.sol
SHA3: 96a6be2665ae0986666259c2d921fe8e34d03e556ad37c6ad92a71c0eeb507d7

File: ./contracts/staking/IEthlasStakingPoolStore.sol
SHA3: 2153f06f1b0ddc2f763f06c05b94d4944d44868d74ba44f32a12c5734d6ace01

File: ./contracts/TestRegistryClient.sol
SHA3: 493366a27f37a400fa4450bc57f9be1645267d3c9352f8d0010955a35a606bfc

File: ./contracts/TestString.sol
SHA3: 62574effdee7ded763469ccca7bf7f83b076bdcbfb31a516acacd48a8225e751

File: ./contracts/TestWhiteList.sol
SHA3: 75593f5ad2eaafce2bb71ae63f8b72060563649fba78b6560ad1479e48141f00

File: ./contracts/util/EleosBase.sol
SHA3: 5cc360abc41f63d4270043e60d01125080d1947edbaaabd4fb0bc0b387745c76

File: ./contracts/util/MerkleVerify.sol
SHA3: e208c0e148e05b1fd5e51f841d0369c09043bc41bea33fbcef09388f7594f0ce

File: ./contracts/util/Strings.sol
SHA3: 4cdabbed80717fbc046486373ced85b3192e28d778424b69afbd1cac09b34361

File: ./contracts/util/Util.sol
SHA3: b3cbbcbaaa449b634058cb1d21ba425e21119f327bb2e9a567c60a5023f627b7

File: ./contracts/util/WhiteList.sol
SHA3: cc9cc337b45074f9891f9dc99162866a5f66f30a93e332d87ddb2c46fb5ce112
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Second review scope
Repository https://github.com/arimed4000/contract_review_March_2022

Commit 220e76eddc7783a1c022cee65837c432871ab7b9

Technical Requirements Link

Functional Requirements Link

Contracts File: ./contracts/registry/Registry.sol
SHA3: ad64b8c868763985675fb72221e2db3eda36753ffd07e5f855061611759ab03b

File: ./contracts/registry/RegistryClient.sol
SHA3: c0c56aeb0b3e3fa5076eed8fb3cfaafbfd66167cd6ad43dcc887c831024876c9

File: ./contracts/security/Permissions.sol
SHA3: 6dab398d921802c4ea64de0ae0f481e99e0de84189a0bf8c1b0dacff516ada11

File: ./contracts/staking/EthlasStakingPoolStore.sol
SHA3: f3a0914b84cbc2b9f7a28e582bba0a9125bcb0c4f47a0405fddde6e14b28cb1b

File: ./contracts/staking/IEthlasStakingPoolStore.sol
SHA3: d6313d535a2a4a3c1181701239b83c15ce6432935eb8a909f9aa3e0ed094ebc4

File: ./contracts/TestEleos.sol
SHA3: 6a47d07eb5d4a185da6b95a1dd2b24dcb78c547312ea73cb8439d239f1af1325

File: ./contracts/TestRegistryClient.sol
SHA3: 9324ca1880b21a6c37365d2368b34277d3948e96a00b0bf6fcfb3d4be40b96dc

File: ./contracts/TestString.sol
SHA3: 9c90d0a4f08eca42c5287638020a1c8cefdba33050259c0a6f3637ad5fed1444

File: ./contracts/TestWhiteList.sol
SHA3: 390338fe48ca04186295bcceb2fb3024a3f089e5193fd4bd26757db98f448317

File: ./contracts/util/EleosBase.sol
SHA3: e7e8a957d75e49354b31f87c0d9dfe586ef93f057ebb694c6b0f445d7d9f9ab9

File: ./contracts/util/MerkleVerify.sol
SHA3: b954b4e01863b44c61e86c86d122357349a7896e23cacaabe2d94c965d1de6a9

File: ./contracts/util/Strings.sol
SHA3: 5508a4c1f4d4a15e44e31779a82ac9dd23be60c5a2f111950d640721abf4fb49

File: ./contracts/util/Util.sol
SHA3: be46e759fa7f9660e26c23aab96c3f184c795efe95c005d242f6f1706e91398d

File: ./contracts/util/WhiteList.sol
SHA3: e2f1008478b45eb410ad766756055de704f820067f467e25750ae970cccc8091
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Severity Definitions

Risk Level Description

Critical
Critical vulnerabilities are usually straightforward to
exploit and can lead to assets loss or data
manipulations.

High

High-level vulnerabilities are difficult to exploit;
however, they also have a significant impact on smart
contract execution, e.g., public access to crucial
functions.

Medium
Medium-level vulnerabilities are important to fix;
however, they cannot lead to assets loss or data
manipulations.

Low
Low-level vulnerabilities are mostly related to outdated,
unused, etc. code snippets that cannot have a significant
impact on execution.
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Executive Summary

The score measurement details can be found in the corresponding section of
the scoring methodology.

Documentation quality
The total Documentation Quality score is 10 out of 10.

● Functional requirements are provided.
● Technical description is provided.

Code quality
The total Code Quality score is 10 out of 10.

● The code is following the Solidity style guide.
● The development environment is configured.

Test coverage
Test coverage of the project is 97.5% (branch coverage).

● Massive usage of contracts is covered.
● Positive and negative cases are covered.

Security score
As a result of the audit, the code contains no issues. The security score
is 10 out of 10.

All found issues are displayed in the “Findings” section.

Summary
According to the assessment, the Customer's smart contract has the
following score: 10.

Table. The distribution of issues during the audit

Review date Low Medium High Critical

15 November 2022 7 4 0 0

23 November 2022 0 0 0 0
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Checked Items

We have audited the Customers' smart contracts for commonly known and more
specific vulnerabilities. Here are some items considered:

Item Type Description Status

Default
Visibility

SWC-100
SWC-108

Functions and state variables visibility
should be set explicitly. Visibility
levels should be specified consciously.

Passed

Integer
Overflow and
Underflow

SWC-101
If unchecked math is used, all math
operations should be safe from overflows
and underflows.

Not Relevant

Outdated
Compiler
Version

SWC-102
It is recommended to use a recent
version of the Solidity compiler. Passed

Floating
Pragma SWC-103

Contracts should be deployed with the
same compiler version and flags that
they have been tested thoroughly.

Passed

Unchecked Call
Return Value SWC-104 The return value of a message call

should be checked. Not Relevant

Access Control
&
Authorization

CWE-284

Ownership takeover should not be
possible. All crucial functions should
be protected. Users could not affect
data that belongs to other users.

Passed

SELFDESTRUCT
Instruction SWC-106

The contract should not be
self-destructible while it has funds
belonging to users.

Not Relevant

Check-Effect-
Interaction SWC-107

Check-Effect-Interaction pattern should
be followed if the code performs ANY
external call.

Passed

Assert
Violation SWC-110 Properly functioning code should never

reach a failing assert statement. Passed

Deprecated
Solidity
Functions

SWC-111
Deprecated built-in functions should
never be used. Passed

Delegatecall
to Untrusted
Callee

SWC-112
Delegatecalls should only be allowed to
trusted addresses. Not Relevant

DoS (Denial of
Service)

SWC-113
SWC-128

Execution of the code should never be
blocked by a specific contract state
unless required.

Passed

Race
Conditions SWC-114 Race Conditions and Transactions Order

Dependency should not be possible. Passed
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Authorization
through
tx.origin

SWC-115
tx.origin should not be used for
authorization. Passed

Block values
as a proxy for
time

SWC-116
Block numbers should not be used for
time calculations. Passed

Signature
Unique Id

SWC-117
SWC-121
SWC-122
EIP-155

Signed messages should always have a
unique id. A transaction hash should not
be used as a unique id. Chain
identifiers should always be used. All
parameters from the signature should be
used in signer recovery

Not Relevant

Shadowing
State Variable SWC-119 State variables should not be shadowed. Passed

Weak Sources
of Randomness SWC-120 Random values should never be generated

from Chain Attributes or be predictable. Not Relevant

Incorrect
Inheritance
Order

SWC-125

When inheriting multiple contracts,
especially if they have identical
functions, a developer should carefully
specify inheritance in the correct
order.

Passed

Calls Only to
Trusted
Addresses

EEA-Lev
el-2

SWC-126

All external calls should be performed
only to trusted addresses. Not Relevant

Presence of
unused
variables

SWC-131
The code should not contain unused
variables if this is not justified by
design.

Passed

EIP standards
violation EIP EIP standards should not be violated. Not Relevant

Assets
integrity Custom Funds are protected and cannot be

withdrawn without proper permissions. Not Relevant

User Balances
manipulation Custom

Contract owners or any other third party
should not be able to access funds
belonging to users.

Not Relevant

Data
Consistency Custom Smart contract data should be consistent

all over the data flow. Passed

Flashloan
Attack Custom

When working with exchange rates, they
should be received from a trusted source
and not be vulnerable to short-term rate
changes that can be achieved by using
flash loans. Oracles should be used.

Not Relevant

Token Supply
manipulation Custom

Tokens can be minted only according to
rules specified in a whitepaper or any
other documentation provided by the
customer.

Not Relevant
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Gas Limit and
Loops Custom

Transaction execution costs should not
depend dramatically on the amount of
data stored on the contract. There
should not be any cases when execution
fails due to the block Gas limit.

Passed

Style guide
violation Custom Style guides and best practices should

be followed. Passed

Requirements
Compliance Custom The code should be compliant with the

requirements provided by the Customer. Passed

Environment
Consistency Custom

The project should contain a configured
development environment with a
comprehensive description of how to
compile, build and deploy the code.

Passed

Secure Oracles
Usage Custom

The code should have the ability to
pause specific data feeds that it relies
on. This should be done to protect a
contract from compromised oracles.

Not Relevant

Tests Coverage Custom

The code should be covered with unit
tests. Test coverage should be 100%,
with both negative and positive cases
covered. Usage of contracts by multiple
users should be tested.

Passed

Stable Imports Custom
The code should not reference draft
contracts, which may be changed in the
future.

Passed
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System Overview

Eleos Ventures is an on-chain system with the following contracts:
● Registry - used for storing addresses
● RegistryClient - a contract for storing the Registry contract address
● Permissions - used for replicating the access control system used by

Ethlas contracts
● EthlasStakingPoolStore - stores records for Ethlas NFT exchanges
● EleosBase - a contract with some events and methods used by other

contracts
● MerkleVerify - used for verifying Merkle Tree proofs
● StringsF - used for performing operations with strings
● WhiteList - implements whitelist support based on Merkle Trees

Privileged roles
● Users with SU role can perform state updates on Registry,

EthlasStakingPoolStore and WhiteList contracts.
● The owner of the RegistryClient contract can perform state updates on

the stored registry address.

Risks
No potential security risks were found for the audited deployed contracts.
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Findings

Critical

No critical severity issues were found.

High

No high severity issues were found.

Medium

1. Best Practice Violation

Since the 0.8.8 Solidity version, a function that overrides only a
single interface function does not require the override specifier,
but since the contract pragma version is floating up from 0.8.0,
avoiding unclear situations and preventing common attack vectors is
not guaranteed.

Path: ./contracts/staking/EthlasStakingPoolStore.sol:

getExchageRecsCount(), getExchangeRecAtIndex(), addExchangeRec(),
getExchangeRecs(), getAccountsCount(), getAccounts()

Recommendation: Add override specifier and/or lock pragma version.

Status: Fixed (Revised commit: 220e76e)

2. Unfinalized Code

The implementation contains commented code which looks like it should
be uncommented to finalize the code.

The contract Permissions.sol contains commented functions and
variables.

Path: ./contracts/security/Permissions.sol

Recommendation: Remove the commented code or finalize its
implementation.

Status: Fixed (Revised commit: 220e76e)

3. Bad Variable Naming

Undocumented usage of variables named “pl” overwhelm code and makes
difficult further development.

Path: ./contracts/staking/EthlasStakingPoolStore.sol

Recommendation: Provide variable names according to their purposes.

Status: Fixed (Revised commit: 220e76e)

4. Missing Event for Critical Value Updation

Critical state changes should emit events for tracking things
off-chain.
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Some functions do not emit events on change of important values.

This leads to an inability for users to subscribe for events and
check what is going on with the project.

Paths: ./contracts/registry/RegistryClient.sol,
./contracts/staking/EthlasStakingPoolStore.sol,
./contracts/EleosBase.sol, ./contracts/util/WhiteList.sol

Recommendation: Emit events on critical state changes.

Status: Fixed (Revised commit: 220e76e)

Low

1. Floating Pragma

Locking the pragma helps ensure that contracts do not accidentally
get deployed using, for example, an outdated compiler version that
might introduce bugs that affect the contract system negatively.

The project uses floating pragma ^0.8.0.

Paths: all contracts

Recommendation: Consider locking the pragma version whenever possible
and avoid using a floating pragma in the final deployment.

Status: Fixed (Revised commit: 220e76e)

2. State Variable Default Visibility

Labeling the visibility explicitly makes it easier to catch incorrect
assumptions about who can access the variable.

Paths: ./contracts/EleosBase.sol, ./contracts/util/WhiteList.sol,
./contracts/staking/EthlasStakingPoolStore.sol

Recommendation: Variables can be specified as being public, internal,
or private. Explicitly define visibility for all state variables.

Status: Fixed (Revised commit: 220e76e)

3. Missing Zero Address Validation

Address parameters are being used without checking against the
possibility of 0x0.

This can lead to unwanted external calls to 0x0.

Path: ./contracts/registry/RegistryClient.sol

Recommendation: Implement zero address checks.

Status: Fixed (Revised commit: 220e76e)

4. Style Guide Violation
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The provided projects should follow the official guidelines.

Some variables are not following the official naming convention. For
example:

“Structs should be named using the CapWords style. Examples: MyCoin,
Position, PositionXY.”

Paths: ./contracts/staking/EthlasStakingPoolStore.sol,
./contracts/staking/IEthlasStakingPoolStore.sol

Recommendation: Follow the official Solidity guidelines.

Status: Fixed (Revised commit: 220e76e)

5. Boolean Equality

Boolean variables can be checked directly and do not need to be
compared to true or false.

Path: ./contracts/TestWhiteList.sol

Recommendation: Remove boolean equality.

Status: Fixed (Revised commit: 220e76e)

6. Unindexed Events

Having indexed parameters in the events makes it easier to search for
these events using indexed parameters as filters.

Paths: ./contracts/util/WhiteList.sol,
./contracts/util/EleosBase.sol,
./contracts/registry/Registry.sol

Recommendation: Use the “indexed” keyword for at least one of the
event parameters.

Status: Fixed (Revised commit: 220e76e)

7. The Contract Can be Declared as Abstract

The contract EleosBase has internal functions that should be
implemented and can not even be used separately.

Path: ./contracts/util/EleosBase.sol

Recommendation: Declare the contract as abstract.

Status: Fixed (Revised commit: 220e76e)
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Disclaimers

Hacken Disclaimer

The smart contracts given for audit have been analyzed by the best industry
practices at the date of this report, with cybersecurity vulnerabilities
and issues in smart contract source code, the details of which are
disclosed in this report (Source Code); the Source Code compilation,
deployment, and functionality (performing the intended functions).

The report contains no statements or warranties on the identification of
all vulnerabilities and security of the code. The report covers the code
submitted to and reviewed, so it may not be relevant after any
modifications. Do not consider this report as a final and sufficient
assessment regarding the utility and safety of the code, bug-free status,
or any other contract statements.

While we have done our best in conducting the analysis and producing this
report, it is important to note that you should not rely on this report
only — we recommend proceeding with several independent audits and a public
bug bounty program to ensure the security of smart contracts.

English is the original language of the report. The Consultant is not
responsible for the correctness of the translated versions.

Technical Disclaimer

Smart contracts are deployed and executed on a blockchain platform. The
platform, its programming language, and other software related to the smart
contract can have vulnerabilities that can lead to hacks. Thus, Consultant
cannot guarantee the explicit security of the audited smart contracts.
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