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Introduction

Hacken OÜ (Consultant) was contracted by ShopXlabs (Customer) to conduct a
Smart Contract Code Review and Security Analysis. This report presents the
findings of the security assessment of the Customer's smart contracts.

Scope

The scope of the project is smart contracts in the repository:

Initial review scope
Repository https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464

Commit 4a0a2c3b25773d76256ce7b084e90c10e0c372a3

Functional Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464/READM
E.md

Technical Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464/READM
E.md

Contracts File: ./smart-contracts/src/NFT.sol
SHA3: 7d110cd7b94c84cbe132399c2a52573768ec537a15188ef953feaa61ef78bec0

File: ./smart-contracts/src/Token.sol
SHA3: 95ac89ed6f27061e29ab6ea5a992bbbd18bf75d16262c10ea9ed00ee8396e575

File: ./smart-contracts/src/Vault.sol
SHA3: 8fca04d9f6ccf242d4d6b7cc00400c267d8f75ff64bf69cc267b7bf7fa3a11ca

Second review scope
Repository https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464

Commit e5ad9bb6c523c023f8b719f94ba68a476c0c56e8

Functional Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464/READM
E.md

Technical Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-464/READM
E.md

Contracts File: ./smart-contracts/mock/Token.sol
SHA3: ed7c1db0ea21815e8fa960a15c94435a8e28783c235110af46baa834904ff3d5

File: ./smart-contracts/src/NFT.sol
SHA3: 1d4bb9dd2f613ad62825f373ce93499be0cf155a16e9f619a5d83e3bec45e9a2

File: ./smart-contracts/src/Vault.sol
SHA3: ab9f3426530821117d3868e3f8c0b2c6dea615bc29c5141beac0b0bed5e86103
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Third review scope
Repository https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-922

Commit d509c5cf7de8dab2f09b10623ea7ee1a46053066

Functional Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-922/READM
E.md

Technical Requirements https://github.com/shopxlabs/shopx-squadx/tree/feature/ID-922/READM
E.md

Contracts File: ./smart-contracts/mock/Token.sol
SHA3: ed7c1db0ea21815e8fa960a15c94435a8e28783c235110af46baa834904ff3d5

File: ./smart-contracts/src/NFT.sol
SHA3: 113876bc7a500b579ea15c651c8846b0240341931f06a7dc7cadae93271b5296

File: ./smart-contracts/src/Vault.sol
SHA3: 6256efd822d5e5faf025d394e81e9b1d900f68017fe1b58e81713c02c66662da
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Severity Definitions

Risk Level Description

Critical

Critical vulnerabilities are usually straightforward to
exploit and can lead to the loss of user funds or
contract state manipulation by external or internal
actors.

High

High vulnerabilities are usually harder to exploit,
requiring specific conditions, or have a more limited
scope, but can still lead to the loss of user funds or
contract state manipulation by external or internal
actors.

Medium
Medium vulnerabilities are usually limited to state
manipulations, but cannot lead to assets loss. Major
deviations from best practices are also in this category.

Low

Low vulnerabilities are related to outdated and unused
code or minor gas optimization. These issues won't have a
significant impact on code execution, but affect the code
quality
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Executive Summary

The score measurement details can be found in the corresponding section of
the scoring methodology.

Documentation quality
The total Documentation Quality score is 9 out of 10.

● Functional requirements are complete.
● Technical description is extensive and clear, but NatSpec is missing.

Code quality
The total Code Quality score is 9 out of 10.

● Solidity Style Guide is respected most of the time.
● The development environment is configured.

Test coverage
Test coverage of the project is 50% (branch coverage).

● Deployment and basic user interactions are covered with tests.
● Many tests required to be fixed.

Security score
As a result of the audit, the code contains 2 high, and 2 low severity
issues. The security score is 0 out of 10.

All found issues are displayed in the “Findings” section.

Summary
According to the assessment, the Customer's smart contract has the
following score: 2.7.

Table. The distribution of issues during the audit

Review date Low Medium High Critical

18 November 2022 6 1 5 1

6 December 2022 1 0 1 1

06 January 2023 2 0 2 0
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Checked Items

We have audited the Customers' smart contracts for commonly known and more
specific vulnerabilities. Here are some items considered:

Item Type Description Status

Default
Visibility

SWC-100
SWC-108

Functions and state variables visibility
should be set explicitly. Visibility
levels should be specified consciously.

Passed

Integer
Overflow and
Underflow

SWC-101
If unchecked math is used, all math
operations should be safe from overflows
and underflows.

Not Relevant

Outdated
Compiler
Version

SWC-102
It is recommended to use a recent
version of the Solidity compiler. Passed

Floating
Pragma SWC-103

Contracts should be deployed with the
same compiler version and flags that
they have been tested thoroughly.

Passed

Unchecked Call
Return Value SWC-104 The return value of a message call

should be checked. Failed

Access Control
&
Authorization

CWE-284

Ownership takeover should not be
possible. All crucial functions should
be protected. Users could not affect
data that belongs to other users.

Passed

SELFDESTRUCT
Instruction SWC-106

The contract should not be
self-destructible while it has funds
belonging to users.

Not Relevant

Check-Effect-
Interaction SWC-107

Check-Effect-Interaction pattern should
be followed if the code performs ANY
external call.

Passed

Assert
Violation SWC-110 Properly functioning code should never

reach a failing assert statement. Passed

Deprecated
Solidity
Functions

SWC-111
Deprecated built-in functions should
never be used. Passed

Delegatecall
to Untrusted
Callee

SWC-112
Delegatecalls should only be allowed to
trusted addresses. Not Relevant

DoS (Denial of
Service)

SWC-113
SWC-128

Execution of the code should never be
blocked by a specific contract state
unless required.

Passed

Race
Conditions SWC-114 Race Conditions and Transactions Order

Dependency should not be possible. Passed
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Authorization
through
tx.origin

SWC-115
tx.origin should not be used for
authorization. Not Relevant

Block values
as a proxy for
time

SWC-116
Block numbers should not be used for
time calculations. Passed

Signature
Unique Id

SWC-117
SWC-121
SWC-122
EIP-155

Signed messages should always have a
unique id. A transaction hash should not
be used as a unique id. Chain
identifiers should always be used. All
parameters from the signature should be
used in signer recovery

Not Relevant

Shadowing
State Variable SWC-119 State variables should not be shadowed. Passed

Weak Sources
of Randomness SWC-120 Random values should never be generated

from Chain Attributes or be predictable. Not Relevant

Incorrect
Inheritance
Order

SWC-125

When inheriting multiple contracts,
especially if they have identical
functions, a developer should carefully
specify inheritance in the correct
order.

Passed

Calls Only to
Trusted
Addresses

EEA-Lev
el-2

SWC-126

All external calls should be performed
only to trusted addresses. Passed

Presence of
unused
variables

SWC-131
The code should not contain unused
variables if this is not justified by
design.

Passed

EIP standards
violation EIP EIP standards should not be violated. Passed

Assets
integrity Custom Funds are protected and cannot be

withdrawn without proper permissions. Passed

User Balances
manipulation Custom

Contract owners or any other third party
should not be able to access funds
belonging to users.

Passed

Data
Consistency Custom Smart contract data should be consistent

all over the data flow. Passed

Flashloan
Attack Custom

When working with exchange rates, they
should be received from a trusted source
and not be vulnerable to short-term rate
changes that can be achieved by using
flash loans. Oracles should be used.

Passed

Token Supply
manipulation Custom

Tokens can be minted only according to
rules specified in a whitepaper or any
other documentation provided by the
Customer.

Failed
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Gas Limit and
Loops Custom

Transaction execution costs should not
depend dramatically on the amount of
data stored on the contract. There
should not be any cases when execution
fails due to the block Gas limit.

Passed

Style guide
violation Custom Style guides and best practices should

be followed. Passed

Requirements
Compliance Custom The code should be compliant with the

requirements provided by the Customer. Passed

Environment
Consistency Custom

The project should contain a configured
development environment with a
comprehensive description of how to
compile, build and deploy the code.

Passed

Secure Oracles
Usage Custom

The code should have the ability to
pause specific data feeds that it relies
on. This should be done to protect a
contract from compromised oracles.

Not Relevant

Tests Coverage Custom

The code should be covered with unit
tests. Test coverage should be 100%,
with both negative and positive cases
covered. Usage of contracts by multiple
users should be tested.

Passed

Stable Imports Custom
The code should not reference draft
contracts, which may be changed in the
future.

Passed
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System Overview

ShopX program lets SHOPX_licence token holders stake the tokens to receive
benefits. Stakers will be awarded an NFT to be used as a key to access a
private Discord server. Stakers will be compensated with 50% of the
protocol’s gains. This 50% of the gains are pro-rata shared among the
stakers - more stake, more earn.

The files in the scope:
● NFT.sol - ERC721 contract of the reward NFT
● Vault.sol - Contract that lets users stake/unstake their tokens and

withdraw the staking rewards. This contract is the entry point for
the protocol owners to deposit the portion of the gains to be shared
among the stakers - it is a manual operation.

The only interaction between the two contracts is when NFT.mintTo() checks
balanceOf(msg.sender) on Vault contract, to ensure that the user is
entitled to mint the NFT.

Privileged roles
● Protocol creators own both Vault and NFT contracts, and are allowed

to update their state variables. On Vault.sol the owner can update
the staking period (lockTime) and the maximum stake amount. The owner
can withdraw all the users’ funds. On NFT.sol the owner can update
the token amount required to mint the reward NFT, the Vault contract
address, and the baseURI variable.
Owner will call Vault.deposit() function once a week to share the
gains with the stakers.
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Findings

Critical

1. Denial of Service Vulnerability

The deposit function will actively loop through every staker to
assign them their portion of rewards. An attacker can easily flood
the protocol with many addresses, each staking a very limited amount
of tokens - even just one, as there is no minimum required amount.
This will cause the computations to take more Gas than the block Gas
limit, making deposit() function unavailable.

Path: ./smart-contracts/src/Vault.sol : deposit()

Recommendation: Staking can be properly implemented in different
ways, but they all share the practice of making reward accrual
passive, not active, as currently implemented in deposit() function.

A proper fix would go beyond rewriting deposit() function. At this
link there is a minimal implementation of a staking contract, helpful
to understand how to design the reward accrual process.

Enforcing a minimum stake amount would marginally mitigate the
malicious DOS scenario, but the organic growth of the protocol will
be problematic. A proper fix is thus encouraged.

Status: Fixed (Revised commit :
d509c5cf7de8dab2f09b10623ea7ee1a46053066)

High

1. Token Supply Manipulation

A user with more than shopxRequired tokens can mint as many NFTs as
he wishes, possibly till the reach of TOTAL_SUPPLY. This would block
any further mint from legitimate users. A decent amount of capital is
required to achieve this attack, but even without the Denial Of
Service scenario, the purpose of the feature (pass to exclusive
Discord server) is lost if the NFTs can be minted without limits.

After the users unstakes the tokens, NFTs are not burned. It is
suggested to check if this is an intended feature, and burn the NFTs
otherwise.

Path: ./smart-contracts/src/NFT.sol : mintTo()

Recommendation: The protocol should keep track of the staked tokens
used to redeem the NFT and exclude them from future calculations.

Keep in mind that if NFTs are not burned after tokens unstake, users
may still be able to mint one NFT per staking period.

Status: Reported
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2. Race Condition

The protocol does not take into account repeated stakings from the
same user. After subsequent stakings from the same user, lockTime is
not updated. If a user keeps a small amount of tokens staked, then
after waiting lockTime, he will be able to stake more tokens and
unstake the entire sum after an arbitrarily short amount of time.

A possible attack would be:

1. the attacker stakes an arbitrarily small amount of tokens, and
waits lockTime

2. the protocol owners call deposit()
3. the attacker finds the deposit() transaction in the mempool and

frontruns it with a huge sum stake. deposit() logic will count
this sum to compute rewards

4. after the stake() and deposit() transactions are confirmed, the
attacker can unstake the entire sum plus the illicitly accrued
rewards

By performing this Sandwich Attack, the attacker will be able to
steal a portion of the other users’ rewards, without incurring in any
risk. Since the attack spans multiple transactions, the attacker
cannot make use of flashloans to enhance the damage.

Path: ./smart-contracts/src/Vault.sol : stake()

Recommendation: Update the user’s lockTime after every stake() call.
This will make the UX worse, but the issue can be mitigated by a
frontend warning suggesting the users to use a different address for
overlapping stakings.

Alternatively, to avoid the race condition, the protocol owners can
call the deposit() function through a private transaction using a
third-party service by paying a premium. This would not solve the
problem of lockTime not being updated; that is a requirement
violation by itself.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

3. Highly Permissive Role Access

Protocol owners can drain users’ funds, both native ETH and ERC20
tokens. Funds that belong to users should not be accessible to
owners.

Path: ./smart-contracts/src/Vault.sol : eject()

Recommendation: Remove eject() function.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)
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4. Data Consistency

In line 68, the intended “=” is replaced by “==”. This breaks part of
the logic.

Path: ./smart-contracts/src/Vault.sol : stake()

Recommendation: Fix the typo.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

5. Access Control Violation

Token.sol contract is in scope but should be used for testing
purposes only, and should not be deployed to mainnet; it lacks any
access control logic for critical functions.

Path: ./smart-contracts/src/Token.sol

Recommendation: Implement access control logic or do not deploy to
mainnet.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

6. Unimplemented safeTransfer

The developer probably forgot to implement safeTransferFrom() in
Vault.deposit(), as it is correctly implemented in the rest of the
contract.

It is very important to implement it here, as a failure would mess up
the rewardIndex and all the users rewards with it, possibly leading
to the revert of unstake() and withdrawReward().

Path: ./smart-contracts/src/Vault.sol : deposit()

Recommendation: Replace transferFrom() with safeTransferFrom()

Status: New

Medium

1. Non-Finalized Code

The production code should not contain any functions or variables
that are being used solely in the test environment. This will allow
malicious parties to manipulate the code or users to trigger them
accidentally.

Path: ./smart-contracts/src/Vault.sol

Recommendation: Remove the import of forge-std/Test.sol at line 4.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)
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Low

1. Immutable Variable

Variable token can be immutable to save Gas.

Path: ./smart-contracts/src/Vault.sol

Recommendation: Declare variable token as immutable.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

2. Long Literals Readability

To aid readability, it is suggested to use exponential notation to
replace long series of zeros. This is the case for variables
Vault.maxStake and NFT.shopxRequired

Paths: ./smart-contracts/src/Vault.sol
./smart-contracts/src/NFT.sol

Recommendation: Replace the long series of zeros with exponential
notation or make use of ‘_’ character to make long numbers more
readable.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

3. Commented Code Parts

While not causing any security issues, commented parts of code in a
contract make code less clear.

Path: ./smart-contracts/src/Vault.sol

Recommendation: Remove commented code at line 136.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

4. Missing Zero Address Validation

The onlyOwner setters in NFT and Vault contract do not perform any
check on the provided inputs. Besides the zero check for address
types, it is good practice to check that provided values fall into
reasonable bound, for both protocol’s and users’ safety.

Path: ./smart-contracts/src/Vault.sol

Recommendation: Consider implementing checks in onlyOwner setters in
Vault and NFT contracts.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

5. Missing Events
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Events for critical state changes should be emitted for tracking
things off-chain.

Path: ./smart-contracts/src/Vault.sol

Recommendation: Add events for Vault.updateMaxStake(),
Vault.updateDefaultLockTime(), NFT.updateShopxRequired(),
NFT.updateVault().

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

6. Floating Pragma

Locking the pragma helps ensure that contracts do not accidentally
get deployed using, for example, an outdated compiler version that
might introduce bugs that affect the contract system negatively.

Paths: ./smart-contracts/src/Vault.sol
./smart-contracts/src/NFT.sol

Recommendation: Consider locking the pragma version.

Status: Fixed (Revised commit :
ca9f9ab58f7f0df93bc2b150f5b1e6bcd5b84210)

7. Unused Error

Unused Errors should be removed from the contracts. This will help
lower the Gas cost.

Paths: ./smart-contracts/src/NFT.sol

Recommendation: Remove unused error InvalidInput()

Status: Fixed (Revised commit :
d509c5cf7de8dab2f09b10623ea7ee1a46053066)

8. Potential zero division

deposit() function will revert for zero division if called before any
stake from users, i.e. totalSupply is 0. While the transaction would
still be reverted, implementing a require statement would allow to
raise a more informative message.

Paths: ./smart-contracts/src/Vault.sol : deposit()

Recommendation: Implement a zero division prevention check.

Status: New

9. Misleading error message

Revert message in Vault.receive() has been changed after the switch
to ERC20 rewards, but it’s not clear. It is misleading as an user
could easily understand that the execution flow is to send native
Ethers to deposit() function.
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Impact is very limited as deposit() function is used by the protocol
administrator to distribute rewards.

Paths: ./smart-contracts/src/Vault.sol : receive()

Recommendation: Write a more clear error message.

Status: New
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Disclaimers

Hacken Disclaimer

The smart contracts given for audit have been analyzed by the best industry
practices at the date of this report, with cybersecurity vulnerabilities
and issues in smart contract source code, the details of which are
disclosed in this report (Source Code); the Source Code compilation,
deployment, and functionality (performing the intended functions).

The report contains no statements or warranties on the identification of
all vulnerabilities and security of the code. The report covers the code
submitted to and reviewed, so it may not be relevant after any
modifications. Do not consider this report as a final and sufficient
assessment regarding the utility and safety of the code, bug-free status,
or any other contract statements.

While we have done our best in conducting the analysis and producing this
report, it is important to note that you should not rely on this report
only — we recommend proceeding with several independent audits and a public
bug bounty program to ensure the security of smart contracts.

English is the original language of the report. The Consultant is not
responsible for the correctness of the translated versions.

Technical Disclaimer

Smart contracts are deployed and executed on a blockchain platform. The
platform, its programming language, and other software related to the smart
contract can have vulnerabilities that can lead to hacks. Thus, Consultant
cannot guarantee the explicit security of the audited smart contracts.
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